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Abstract—Medication errors related to prescriptions are
among the most significant risks facing the health care sector.
Many countries worldwide have implemented ePrescription
systems to reduce medication errors. Further, more research is
needed to evaluate these systems and their effect on patients’
care services. Thus, we conducted a survey study involving
eight countries implementing ePrescription systems. We found
several challenges and limitations of the surveyed systems, such
as information availability, information privacy and security,
and new technologies adaptability. Therefore, these challenges
need to be addressed to provide quality service, improve
patients’ medication safety.

I. Introduction
Patients’ safety and information privacy and security

are the focus of most healthcare services. A number of
services and applications deveoped to manage patients’
information and enhance the patients’ care services for
example Electronic Health Record (EHR) and ePrescrip-
tion systems [1]–[5]. Those applications and services help
to reduce concerns regarding medicaiton errors which can
be cuased for sevreal reasons and occur at different stages
of the medication prescribing and despising process. For
example, drug-drug interactions, misinterpretation pre-
scriber handwriting, and overwhelming the staff workload
[6]–[9]. The ePrescription is broadly defined as using an
electronic device to submit and exchange the information
of a prescription between the involved parties [8], [10]–[14].
However, ePrescription system have the potential to im-
prove the patients’ medication safety, enhance service
quality, and save cost and time [7], [13]–[21]. However,
not all medication errors are entirely preventable by
ePrescription systems, such as adaptation of the system
by the prescriber and information entry [13], [21]–[25].
These risks could be avoided by including more features
in the system and using new technologies [22]–[25]. In this
extended abstract, we present our comparative survey on
ePrescription systems in eight countries worldwide. We
will discuss their potentials and how they compare to each
other. Further, we look into the ability of these systems to
adopt new technologies such as blockchain and Machine
Learning (ML).

II. Materials and Method
The selection process of countries’ ePrescription system

was as follows:

1 We choose the leading countries that have deployed
e-Prescription systems from each continent.

2 In the second stage, we considered the availability of
the ePrescription system to community pharmacies.
We excluded countries that implemented the ePre-
scription system only within hospitals.

3 At this stage, the security and privacy protocols used
to compare assess the e-Prescription systems from a
technical and security aspect.

4 Finally, we selected these countries to survey: four
EU countries (UK, Spain, Sweden, and Denmark),
two North American countries (the US and Canada),
Australia, and Japan.

We compared the ePrescription systems based on the
explained ePrescription system model [8], [26], [27]. The
collected data from the countries included:

• The ePrescription system architecture components
such as centralized or decentralized system.

• The system identifiers (Pharmacy ID, Prescriber ID,
Medication ID, Prescription ID, and Patient ID).

• The process of ePrescription system.
The data for this survey was retrieved by searching

for keywords or/and a combination of keywords from the
search engines Google, Google Scholar, PubMed, IEEE,
ACM, Dalhousie University Libraries, and official digital
health websites of the selected countries. The keywords
used for the search are ”Eprescription”, ”e-prescription”,
”electronic prescription”, ”e‑Rx”, ”eDispensing”, or ”elec-
tronic dispensing” with the name of each of the selected
countries. We examined and compared the retrieved pa-
pers and related documents with the official website of the
systems to remove any outdated or false information.

III. Discussion
After exploring the current e-Prescription systems, it

is clear that they are different in terms of how they
implement this service. The difference is due to several
reasons; some are related to the countries’ regulations, and
rules or the existing infrastructure [8]. However, several
limitations might hinder the progress of improving the
quality of the service provided to the patient.

The systems are divided into two types, namely, cen-
tralized and distributed. Countries like UK [28], Spain
[29], [30], Sweden [31]–[35], Denmark [8], [29], [36], and



Canada [37] used the centralized architecture approach.
Those countries chose this approach for various reasons,
mainly because of the in-place infrastructure that helped
with system integration. Additionally, the centralized ap-
proach provides more information availability and better
accessibility for all the involved parties (i.e. prescribers,
pharmacists, and patients). We noticed the system with a
centralized approach collects and links all the information
using identifiers such as prescriber Id, pharmacists Id, and
patient Id. The systems with a centralized approach are
more likely to adopt the new technologies (e.g. ML) due
to a large amount of collected data on patients. However,
the decentralized system is more robust against security
threats and provides a better level of information privacy
for the patients [38]–[42]. Countries like US [43], Australia
[44]–[46], and Japan [47] chose the decentralized approach
for several reasons: a high cost or no digital health
infrastructure available across the country. There are
disadvantages associated with decentralized approaches,
such as patients’ information available only by request,
the service available only to subscribers, and no patient
identity verification. These disadvantages might hold back
the ability to adapt ML. However, the decentralized
infrastructure might help to advance to using blockchain.

From our survey, we see a clear difference in terms of
information collection and availability. These two aspects
are essential for advancing the new era of information
technologies to provide a quality care service and improve
patient medication safety. Improving on the data collection
infrastructure will speed the ML technology which can be
used to detect and predect the errors in advance. Thus
helping improving the healthcare service regarding the
patients medication prescribing and dispensing [48]. Also,
making the information available to all parties while men-
taning the patients’ information security and privacy is a
big challenge for most of the system. Therefore, we believe
using blockchain to manage patients’ information will help
to address the mentioned challenges. Finally, making the
paetins information available to all parties will help saving
time and cost due to the reduced workload spent to clearfy
and correct patients’ prescription information between the
prescribers and pharmacists [49], [50].

IV. Conclusion

In conclusion, as a result of the survey, we suggest
considering an alternative ePrescription model to address
the discussed challenges in current systems. The approach
should include the advantages of centralized and decentral-
ized systems. Such advantages are information available
to all parties, improving patients’ information security
and privacy while keeping digital records, and enhancing
patients’ medication prescribing and dispensing safety.
The new approach should incorporate these advantages
by adopting new technologies such as blockchain and ML.
Finally, we believe this survey will provide a broader

perspective to improve and enhance the ePrescription
systems worldwide.
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